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Annex 1
Urata sharing Agreemeant

BETWEEN
Universita Degli Studi di Milano represented by its Rector, Elio Franzini (data exporter)
AMD
El Colegio de México represented by its President, Silvia Elena Giorguli Saucedo (data importer]
hareinafter, Jointly or individuaily, referred to as "Partnersy Partner™ or “aint Controllers/Controfier”
Preamble

This Agreement govems the rights snd obligations of the cortrollérs in relation ta the co-processing of
personal data with regard fo Cooperation and Exchange Agreement working under the Memorandum of
Understanding betwéen El Colegio de México and Universith Degli Studi di Milano “Main Contract”). This
Agreement applies bo all activities Application where Pariners” employess or contractors process personzl
dzta as part of the cooperation.

1. Definitions
1.1 The definitions accarding to Art. 4 of the General Data Protection Regulation {GDPR)

2. Joint controllers
2.1 The Partnars agres that they are joint controllers within the meaning of At 4 Ne. 7 GOPR Incoanecthen
with Art. 256 GDPR. The subject of the processing results from Annex 1 of this agresment,

3. Duration of the Agreement

3.1 The term of this Agreement shall be dependent on the teem of the Main Contract It shall end
automatizally with the Main Contract, without requirng =3 coparate termination. An isolatad premature
termination of this Agreemant is excluded. Howevar, tha Partnors can mutually replace this Agresment
with & mew one alse during the term of the Main Contract, The right of Exceptional Termiration, 3z deflred
in the following paragraph, remains uneffected. Insofar &5 obligatlans arlse for the Parties from the
provisions of this Agreement that extend beyond the end of the contract, they chall alis remain n effect
after the termination,

3.2 Eithor Partner may terminate the Main Contract and this Agresment ot any tme without notice
{"Exceptional Termination®) if the other Partner commits 3 serious breach of data protection regulations or
af the grovizians of this Agreement. A serisus Braach shall be deemid to have occurred if one Partner fails
to fulfil of has failed to fulfd to a considerable extent the obligstiors specified in this Agreement, in
particular the agreed technical and organizations] measures.

3.2 In tha avent &f mingr infringemeants by one Partner, the other Pertner shall 3ot a ressonable desdline
for remedy. IF the remady is not provided on dee tme, It shall ba entitied to Excoptional Terminstion.

3.4 In the event of Exceptional Termination, the Pariner respansble for the termipation shall reimburse the
cther Partners for all costs arising from $he premature termination of the main contract or this contract,

4. Dbligations of the data exporter
d_1 The data exporter warrants and undertakes that the personal data fave Deen collected, processad and
transferred in accordance with the laws applicable to the data exporier,



5. Purpose limitatbon
5.1 The data Fnporter shall process the personal data only for the specific purposa(s) of the transfer, as set
out in Annex 1. K may only process the personal data for ancther punpose:;

[l where it has chiained the data subject’s prior consent;

fii} whers necessary for the establishment, exercise or defence of legal claims in the context of specific
administrative, regulatory of jedical procesdings: or

(i} whers necessary in order to protect the vital interests of the data subject or of another natural
persan,

6. Transparancy
6.1 In crder to enable data sublects to effectively exercise thelr rights pursuant to Clause 13, the data
imgorier shall inform them, either direcily or through the data exporter:

i.  of its identity and contact detzils;
i, ofthecategorles of personal data processed;
fii.  of theright to obtaina copy of these Causes;

.  wihers it intends to omvard transfer the personal data to any third party/fles, of the recipient or
categories of recdplents (&5 appropriate with @ view 1o providing meaningful information], The
purpose of such omward transfer and the ground therefore pursuant to Clawse 11,

6.2 Paregraph 6.1 shall not apply where the data subject already has the information, including when such
informiatkan has akeady been provided by the data exporter, or prowiding the information proves
Impassible or woeuld involve & disproportionate effort for the data importer. In the latter case, the data
Importer shall, to the extent possitde, make the information publicly availabie,

6.3 Cm reguest, the Parties shall make 3 copy of thesa Clauses, including the Appendix a5 comaleted by
tham, availakble to the data subject free of charge. To the extent necessary to protect business secrets or
other confidantial information, including personal datz, the Parties may redact part of the tex of the
Appendix prior to sharing & copy, but shall provide a meaningfil summary whese the data subjest would
offierwise not be abie to urderstand Its content or exercise hisfher rights. On request, the Parties shall
provide the data subject with the reasons for the redactions, to the extent possible without revesting the
redacted informaticn.

6.4 Parzaraphs 6.1 to 5.3 are without prejudice to the obligations of the data exporter under Artlicles 13
and 14 of Regulation (EL} 2016570

hitps//eur-lex eyropa euflegal-content/EN/TXT/PDE Jurl=CELEX:32016R0GTO&qid= 16ER040REDT].

7. Accuracy and data minimisation

7.1 Each Parly shall engure that the personal data iz accurate and, where hecassary, kept up te date. The
data importer shall take every reasonable step to ensure that personal data that is inscourate, having
ragard to the purpose{s] of processing, s erased or rectified without deiay.

7.2 If one of the Partics becormes aware that the personal data it has transferred or récelved s maccurate,
or kas become autdated, it shall inform the other Party without undiue delay.



73 The deta importer shall ensure that the personal data is adeguate, relevant and limited 1o what is
necessary o relation te the purposeds) of processing,

B. Storage limitation

B.1 The deta importer shall retain the personal data for no longer than necessary for the purpose{s) for
which it 5 processed. I shall put in place appropriate technical of crganisational measures o ensure
compliance with this cbligation, includirg erasure or ancrmymisation of the data and alf back-ups at the end
of the retention perkod.

9, Security of processing

9.1 The dala importer and, during transmission, also the data exporter shall implement appropriate
technlcal and grganisational measures to ensure the securlty of the personal data, incleding protection
against a breach of securily leading to accidental or unlawful destruction, loss, aberation, unauthorized
disciesure or access [hersinafer "personal data breach”). In assessing the appropriate leval of security,
they shall take due sccount of the state of the art, the costs of implementation, the naturs, scope; context
and purposels) of processing and the risks invohvad in the processing for the data subject. The Parties shall
in particular consider having recourse fo encryption or pseudenymisation, including during transmission,
where the purpose of processing can be fulfilled in that manner.

2.2 The data importer shall carry out regular ehecks to ensune that these measures continee to provide an
aparapriate level of security.

5.3 The data importer shall emsure that persons authorised to process the perscnzl data have committed
themsehees to confidentiality or are under an appropriate statutory chligation of confidentatity.

5.4 In the event of a persomal data beeach concerning personal data provessed by the data Importer under
these Clauses, the data importer shall take appropeiate measures To address the personal data breach,
Including measunes (o mitgate its possibie adverse effects

9.5 In case of & personal dala breach that s likely to resull in 3 risk to the rights and freedoms of natwral
persons, the data importer shall without endue delay notify both the data exporter and the competent
supernvisory authority pursuant to Clause 16, Such notification shall contain i} a2 description of the natore of
the breach [including, where possible, categories and approximate nember of data subjects and personal
data records concerned), i} its likely conseguences, §i) the measures taken or proposed ©o address the
breach, and i) the detalls of 3 contact paint from whom more Infermation can be obtalned. To the extent
It is not possible fior the data importer to provide all the information at the same time, @ may do <o in
phasas without undue further delay,

9.5 In case of & personal data breach that is likely to result in a high risk to the rights and freedoms of
natwral parsans, the data importer shall alss notity withowt imdue dalay the data subjects concerned of the
personal data breach and its nature, if neceszary in cooperation with the data esporter, together with the
infarmation raferred fo in paragraph 4.5, paints i) to W), unless the data impocter has ireplemeanted
rreasures to slgnificanthy redece the risk ta the rights or freedoms of natural persoms, ar natification would
invedve depropertionate effarts. In the latter case, the dala importer shall instead issue 3 P.II:IIFI:
eemmunication or take 3 timitar measure to inform the public of the personal dats breach.

Q.7 The data mporter shall dacument all relevant facts relating to the perconal data breach, Including s
effects and any remedial action taken, and keep a record thereof,

10. Sensitive data
Where the transfer irvolves personal data revealing raclal of ethnle erlgin, political opinlons, religicas or
philosophical beliefs, ar trade wnion membership, genetic data, or biometric data for the purpose of
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uniguely identifying a natural person, data concerning health or & person’s sex lile or s=aal origntation, or
data relating to oriminal convictions or offences (hereinefter sensitive data’), the data importer shall apply
specific restrictions and/or additional safegusrds adapted to the specific nature of the data and the risks
irvvalved. This may include restricting the personnel permitted to access the personal dats, additional
security meesures (such as pseudonymisation) andfor additional restrictions with respect 1o further
dscloaure

11. Onward transfers

11.1The data importer shal not disdose the personal data to a third party located outside the European
Umian (in 1he same country as the dzta importer or in another third country, hereinafter "anward transfer’)
unless the thind party is or sgrees (o be bound by these Clauses, under the appropriate Module, Otherwise,
an omward trancfier by the data impocter may only take place if:

(i} 1 s to & country benefitting from an adaquacy decision pursuant to Article 45 of Regulation (EU)
2016/679 that covers the onward transfer;

(i} the third party otherwlse ensures appropriste safeguards pursuant to Articles 46 or 47 of
Regulation (ELY) 2016,/679 with respect fo the processing in question;

(ili}) the third party enters into 3 binding instrument with the data importer ensuring the same level of
data protection as under these Clauses, ard the data importer provides & copy of these
safeguards to the data exporter;

[wh it Is necessary for the estabEshment, exercise or defence of legal claims in the context of specific
adminlstrative, regulaiery or judical proceedings;

{w) It ls necessary in order Bo protect the vital interests of the date subject or of another natural
person; or

{#l} where none of the other conditions apply, the data importer has obtained the explicit cansent of
the data subject for an onward transfer in a specific situation, after having informed him/her of
its purposels], the identity of the recipient and the possible risks of such transfer to him/her
due to the lack of appropriate data protection safeguards. In this case, the data importer shall
Inferm the data exporter and, at the request of the latter, shall transmit to it 3 copy of the
infermation provided to the data subject.

Any anward transfer is subject to compliznce by the data importer with all the other safeguards under
these Clauses, in particular purpose lmitation.

13. Processing under the authority of the data importer
12.1 The data importer shall ensure that any person acting under its authority, induding a procassor,
processes the data only on its instructions,

13. Data subject rights

12.1 The data mporter, where relevant with the assistance of the data experter, shell deal with any
enquiries znd requests It receives frem 3 data subject relating to the processing of his/her personal data
and the exercce of hisfher rights under these Jauses without undue delay and at the latest within one
month of the receipt of the enguiry or request, The data Imgporter shall take appropriste measures to
fazilitata cuch snquiries, roquests and the exerclso of data subject rights. Any informetion provided to the
deta subject shall be inan intelligible and easily accessible forrn, using clear and plain langusge.

12.2 In particular, upon request by the data subject the data importer shall, free of charge:
4
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(i} provide confirmation to the date subject a3 to whether perional data concerning himfher is being
processed and, where this is the cass, a copy of the data refating to him/her and the information in &nnex
lr

{If} rectify inaccurate or imcomplete data concerning the data subject;

(i} erase personal data concerning the data swbject if such data s being or hes been processed in viglation
ol amy off these Clavses ensuring third=party beneficiary rights, or il the data subject withdraws the consent
on which the processing Is based.

13.3 where the date importer processas the persongl data for direct marketing purpases, It shall cease
processing for such purposes I the datasubject objects to .

13.4 The data mmporter warrants that shall nct make & decision based sobely on the automated processing
of the personal data transferred (hereinafter “automated dedsion®), which would produce iegal effects
concerning the data subject or similardy significantly affect him J/ her, undess with the explicit consent af the
data sublect or If authorised to do so under the [aws of the country of destination, provided that such Laws
lzys down suitable measures 1o safeguard the dato subject’s rights and legitimate interests. In this case, the
data importer shall, where necessary in cooperation with the data exporter:

(i) inform the data subject about the envisaged automated decision, the envisaged consequences and the
logic inwalved: and

) Imiplement sultable safeguards, at least by enabling the data subject to contest the decision, sxpress
hisfher point of view and oblain review by a human being

13.5 Where raguests from a data subject are excessive, in particular because of their repetitive character,
the datz impaorter may either charge a reasonable fee taking into account the sdministrative costs of
granting the reguest or refuse to act on the request.

13.6 The data importer may refuse a data subject’s request If such refusal is allowed under the laws of the
country of destination and 5 necessary and proportionate in a democratic society to protect one of the
oblectives Isted In Article 23(1) of Regulation [EL} 2016/679.

13.7 if the data importer intends to refuse a data subjects request, it shall inform the data sebject of the
reasons for the refusal and the possitility of lodging a complaint with the competent supervisory authority
and/or seeking judicial redress.

14. Redress

14.1 The data impaorter shall infarm data subjedts in a ansparent and easily accessible format, theough
Individual notice or on its website, of & cantact point autharised to handle complaints. It shall deal
prompthy with any complaints it receives from a data subject.

15. Liability
15.1 Each Party shall be kable fo the other Partyfies for any damages It causes the aother Partylies by any
breach of theos Clautes.

15.2 Each Pacty shall ba Rakle to the data subject, and the data subject shall be entitled to receie
eampensation, for any material or non-material damages that the Party cause: the dats subject by
breaching tha third-party bensficiary rights under thece Clauses. This i without prejudice to the lability of
the dats exporter under Regulation (EL) 2016/679.

1532 Whers more than cne Farty & recponslble for any damage esuzed te the dota cubject a2 a result af &
breach of these Clawses, all responcible Parties shall be jointly and severally llable and the data subject |
entitled to bring an action Imcowrt agalnst any of these Parties,



15.4 The Farties agree that if one Party is held llable under previoss paragraph, it shall be entitled to claim
back from the other Parly/fies that part of the compensation corresponding to its / their responsibility for

the darmage.

15.5 The data importer may not Inwoke the conduct of 8 processar or sub-processor bo avoid its own
liakdliny.

16, Supervision

16.1 The supervisory authorlty with responsibility for encuring compliance by the data exporter with
Regulation (EU) 2016/679 a5 regards the data transfer, a5 indicated in Annex LG, shall act 35 competent
superviEory authority,

B2 The data Imparter agrees B0 submit itself to the jurisdiction of and cooperate with the competent
supervisery authority it any procedures aimed at ensuring compliance with these Clauses. I particular, the
data importer agrees 1o respond (o enguines, submit to audits and comply with the measuras adopted by
the suparvisory authority, including remedial and compensatory measures, It shall provide the supervisory
autharity with writien confirmation thal the necessary actions hawve been taken,

17. local laws and practices affecting compliance with the Clauses

17.1 The Parties warrant that they have no reason to befieve that the laws and practices In the third
country of destination applicable 1o the processing of the personal data by the data importer, including any
reguirements to disclose personal date or measures authorising acoess by public authorities, prevent the
data imparter from fulfilllng its obligations under these Clauses. This is based on the understanding that
laws and practices that respect the essence of the fundamental rights and freedoms and do not exceed
whal i necessary and proportionate in a democratic society to safeguard one of the objectives [isted in
Arflcle 23(1) of Regulation [EU) 2016/67%, are not in contradiction with these Clauses.

17.2 The Partes declare that in providirg the warranty In paragraph 17.1, they have taken due account in
particular of the following elements:

i} the specific ciroumstances of the transfer, including the length of the processing chain, the number
of actors valved and the transmission channels used; intended onward transfers; the type of
recipbent; the purpese of processing; the categories and format of the trarsferred personal
data; the economic seclor in which the trensfer pocurs; the storsge location of the data
transferred;

(il the laws and practices of the third country of destination— Including those requiring the disclosure
of data to public authorities or authorlsing access by such authorities — relevant in light of the
spedfic circumstances of the transfer, and the apphicable imitations and safeguards;

(1) any relevant contractual, technical or organisational safeguards put in place o supplement the
safeguanrds under these Clauses, including measures applied during transmision and te the
processing of the personal data in the country of destination.

17.3 The data importer warrants that, In carngng out the sisessmoent under paragraph 172, & has made itz
best efforts o provide the data exporter with relevant information and aprees 4hat it will continue to
cooparate with the data exporter i ensuring eomplianos with these Clauses.

17.4 The Fartles agree to docement the assessmeant under paragraph 17,2 and make It avallable to the
competent supendsory autharity o0 regueest
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i7.5 The data importer agrees to nofify the data exparter promptly if, after having agreed to these Clauses
and for the duratlon of the contract, it has reason to believe that It §s or has becorme subject to laws or
practices not in line with the regueirements under paragraph 17.1, including following a change in the laws
af the third country or & mésdure (such a8 & disclosure reguest] indicating an application of such laws in
practice that is notin ine with the requirements in paragragh 17.1,

176 Foflowing & notification pursuant to paragraph 17.5, or if the data eaporter atherwise has reason to
believe that the data Importer can no longer fulfil Itz obligatlons under these Clauses, the data exporier
shall prompaly I'IQ!'E"I='Ii.ir'|r Aprogriale measunes (28, technical or ofganisational measures 10 ensure securily
and confidentiality] to b2 adopted by the data exporter andfor data importer to address the situatbon. The
data exporter shall suspend the data transfer if It considers that no appreprate ssfeguards for such transfer
can e ensured, or f Instructed by the competent supsrvisony authority to do so. In this case, the data
exparier shall be entitled to terminabe the cantract, Insofar as it concerns the processing of personal data
under ese Clavses. |1 the contract invohaas moarg than two Farties, the data exporter may foercks this
fight to termination enly with respact 1o the relevant Party, enless the Parties have agreed otherwise,
Where the contract is terminated pursuant 1o this Dause, Clause 20.4 and 20.5 shall apphy

18. Notification
18,1 The data importer agrees to notify the data exporter and, where pessible, the data subject promptly [If
necessary with the help of the data exporter) if it

(i) recehes a legelly binding request from a pubdic authority, including judicial authosities, under the
laws of the country of destination for the disclosure of persoral data transferred pursuant to
these Clauses; such notification chall include information about the personal data requested,
the requesting authority, the legal basls for the request and the response provided; or

(M} becomes aware of any direct access by public authorities to personal data translerred purseant to
these Clauses in accordance with the laws of the country of destination; such notification shall
Include all infermation available to the mporter.

18.2 If the data importer is prohibited from notifying the data exporter and/or the data subject under the
faws of the country of destination, the data importer agrees to use its best efforts to obtain & waiver of the
prohibition, with a view to commanicating & much infermation & possibla, a5 soon &5 possible. The data
importer agress 1o document its best efforts In order to be able to demenstrate them on reguest of the
data exporter,

1383 Where permissible under the laws of the country of destination, the data importer agrees to provide
the data exporter, at regular intenvals for the duration of the confract, with as much relevant information
as possible on the requests received (in particulsr, number-of requests, type of dats requestad, requesting
authority/ies, whether requests have been challenged and the cutcome of such challenges, etc. ).

13.4 The data importer agrees 1o preserve the information pursuant 1o pamgraghs 18,1 o 18.3 for the
duratian of the contract and make it avaliakle to the compatent supenvisary authaority on regieest.

18.5 Paragraphs 18.1 to 1E.3 are without prejudice to the oblipation of the data importer pursuant to
Clause 175 and Clause 20 to inform the data exparter promptly where it Is unable to camgly with these
Clauses,

19. Review of lagality and data minimisation

19.1 The data imporier agrees to revdew the legality of the reguest for discbosure, in particelar wehaethers it
rematns within the powers granted ta the requesting pubfie autherity, and te challenge the request i, after
careful assessment, it concludes that there are reasonabls grounds to consider that the request i unlawful



urder the laws of the country of destination, applicable chbligations under international law and prindples
of International comity, The data importer shall, under the same conditions, puraie possibilities of appeal.
When challenging a reguest, the data Impoirter shall seek interinn measures with & view to suspending the
effects of the request wntil the competent judicial autharity hes decided on its merits. 1t shall not disdose
the personal dote requested until required (o do 3o under the eppliceble procedural rules. These
requirements are without prejedice to the obligations of the data importer under Clawse 17,5,

15.2 The data Importer agrees to document s legal assessment and any challenge to the request for
disclosure amd, to the extent permissible under the laws of the country of destination, make the
documentation avallable to the data exporter, It shall alse make [T available 1o the competent sUpendasonry

authority on reguest,

15.3 The data importer agrees to provide the minlmum amoumt of information permissible wihen
responding to & request for dsclasere, based on 3 reasonadle interpretation of the request.

20. Nen-compliance with the Clauses and termination
20.1 The data irmporter shall promptly inform the data exporter if it i= unable to comply with these Clauses,
for whatever reason.

20.2 In the event that the dasta importer is in breach of these Clauses or unable to comply with these
Clausss, the data exporter shall suspend the transfer of personal data to the data importer until compliance
Is again ensured ar the contract is terminated. This iz without prejudice to Clause 17.4.

20.3 The data exporter shall be entitlad to terminats the contract, msofar 25 it concerns the processing of
personal data under these Clauses, whera:

(I} the deta exgorter has suspended the transfer of personal data to the data Importer pursuant to
paragraph 20,2 and compliance with ihese Clagses & nof restored within a reasonable time and
irs any event within one month of wepension,

(i} the data importeris in substantial or persistent breach of these Clauses; or

{1ii] the data kmporter fails to comply with a binding decision of 2 competent court or superwsory
authority regarding lts obligations under these Clauses.

In these cases, it shall inform the competent supervisary authority of such non-compliance, Where the
contract invalves more than two Parties, the data exporter may exercise this right totermination only with
respect to the relevant Party, unbess the Parties have agreed othenwise.

20.4 Personal data that has been tramsferred prior to the termination of the contract purswant to paragraph
20.2 shall at the cholce of the data exporter immediately b= returned tothe data exporter or deleted in its
entirety. The same shal apply to any copies of the data, The data imparter shall certify the debetion of the
data to the data cxparter. Uath the data is deleted or returned, the data impaorter shall continue to ensurs
comnpliance with these Clauses., In case of local laws applicable to the data importer that prohibit the returm
or detetion af the transferred personal data, the data importer warrants that it will continue to ensure
compliance with these Clauses and will only process the data to the extent and for as long as reguired
under that focal law.

20.5 Ebther Party may revoke its agreement to be bound by these Clauses where [} the Euvropean M
Commission adopts a decsion pursuant to Article 45[3) of Repulation (EW) 2016/679 that oovers the
transfer of personal data to which these Clauses apply: or (i) Regulation (EU) 2015/67% becomes part of
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the lagal framewark of the country to which the personal data is transferred. This is without prejudice 1o
other obligations apphing to the processing In gueston under Regulatlon (EL] 2016/675,

21. Documentation and compliance

21.1 Each Party shall be able to demonstrate compliance with s obligations under these Clauses. In
particular, the data Importer shall keep appropriate documeniation of the processing activities camled out
under 155 responsib#ty,

21.2 The date importer shall make such documentation available to the competent supervisory authority
O FEquest.

232, Resolution of disputes with data subjects or the authority

22,1 In the event of 3 dispute or claim brought by a data subject or the austhority concerning the processing
of the persenal dats against either or both of the parties, the parties will inform each other abowt any such
disputes or clzime, and will cooperate with a wiew to settling therm amicabdy in a timedy f2shlion.

222 Each party shall ablde by a declsion of a competent court of the data exporters country of
establishrment or of the authority which & final and aganst which no further appeal is possible.

23, Governing law
23,1 These Clauses shall be governed by the law of orme of the EU Member States, provided such law allows
Tor third-party beneflciary rights. The Parties agree that this shall be the lavw of Italy.

24, Cholce of forum and jurisdiction
24.1 Any dispaute arising from these Cawses shall be resohmd by the courts of an EU Member State.

242 The Partles agres that those hall be the Court of Milan {Haly).

4.3 & data subject may also bring legal procesdings against the data exporter and/ar data mparter befare
the eourts of the Mamber State in which hefshe has hisfher habitual residence.

Z4.4 The Partiog agras to submi

o
M
Silvia Elena Giorgul]

emseives to the jurisdiction of such courts

3 i &

Elie Franzini
Prazident REctor
El Eﬂleg.rn de Mdwica Unieersits dngﬂi Eiudi di Milano
Sigruture Signatura
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ANMEX 1.1

A, List of parties

Data exporter{s):

1. Name: Uinivesith degh Studi di Milana.

Address: Via festa del perdong, ¥ — 20122 Milano,

Comtact person’s name, position and contact details: Giacome Petring, International mobility office,
ingam eftuninl L

Acthities relevant to the dats tranafesred under these Clauses: Filing, statistics, orlentiring, study plan,

CArreer,
Signature and date: Y e—— E*,-—- 25 July/2023
Rode: Extra EU Incoming students office.

Data importer(s):

1. Mame: El Colegio de México,

Address: Carretera Picacha Ajusco 20, Ampiacion Fuentes del Pedregal, Tlalpan, 14110, Mexioo City,
Pfexico.

Contact person’s name, positicn and contact details: Perla Bouchan Correa, Legal Departmant,
phocuchan@egmes, ms.

Activities relevant to the transferred under these Clauses: Aling, statishics, orientiring, study plan,
carreer, 4

Signature and date: 1 1 Suly/2023

Riole: Lizison unit for personafdata

B. Description on transfer

Categories of data subjects whose personal data Is transferred.
PRI stingenis,

Catepories of personal data transferred.
Tronzcript of records, CVs, health insurence, passpors,

Sensitive data transferred (if apoliable) and applied restrictions or safeguards that Tully take into
consideration the nature of the data and the risks involved, such as for instance strict purpose limitation,
access restrictions (including access only far staff having followed specialzed training), keeping a record of
access to the data, restrictions for onward transfers or additions] security measures,

Nfa.

The freguency of the trarsfer (e.2. whether the data is transferred on a one-off or continugus basis).
Continupus basis

Nature of the processing.
Recording and storoge.,

Purposels) of the data transfer and further processing.
Implementation of the conperation and exchonge agreement.

The period for which the personal data will be retaimed
As long as the aGreements Siamed ore waiia.




C. Compeient supervisory authority

identify the competent supervisary autherity/ies in occorgance with Clouse 16
The Italizn Data Protection Authorty

ANMEX 7 = TECHNICAL AND ORGAMNISATIONAL MEASURES INCLUDING TECHNICAL AND
DRGANISATIONAL MEASURES TO ENSURE THE SECURITY OF THE DATA

Description of the technical and organisational measures implemented by the data imporier(s) (Including
any relevant certifications] to ensure an appropriate bevel of sscurity, considering the naturs, scope,
copvtext and purpose of the processing, and the riaks for the rights and reedoms of natursl persons,
Based on orticles 3, 16, 16, 65 ond other applicolle articles of the General Low on Protection af Personal
Data Held by Oblipated Subjedts, Artick 116 of the Generel low o Tronsparoncy and Access o Pubifc
frfermotion and 113, section §of the Federgl Law on Transparency and Access fo Public Information, as weil
o3 the Thirty-eighth of the General Guidefnes on Information cossificotion and declossiffcation, o3 welf as
Jar the eloboration of public wersions.

- heasures for ensuning engoing confidentialily, integrity, ovailobifity ond resiience of processing

SysLens ard sernces

= hdeasires for user idemtifoation and guthorisation

= hfeosures for the protection of deto during transmission

- fhfeasures fior the protection of dota duning stormge

- Afeasures for ensuring physicol security of locotions of which persomal dofa are procesied

- WBasUTES for eNsuring Events logging

- Megsures for ensuring sestem configuration, inoluding defoull confpuration

- Rfeasures for internol (T ond IT Securily governonce and FaRaRErmeEnl



